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NO.1 Under what circumstance would you enable LEARN as the Action on a firewall policy?
Response:

A. You want FortiGate to compile security feature activity from various security-related logs, such as
virus and attack logs.

B. You want FortiGate to monitor a specific security profile in a firewall policy, and provide
recommendations for that profile.

C. You want to capture data across all traffic and security vectors, and receive learning logs and a
report with recommendations.

D. You want FortiGate to automatically modify your firewall policies as it learns your networking
behavior.

Answer: C

NO.2 You have enabled a web filter security profile in a firewall policy to log all blocked websites.
What options do you have to either actively or passively monitor these logs?

(Choose two.)

Response:

A. Alert Message console

B. FortiView menu

C. Alert email

D. Monitor menu

Answer: A,C

NO.3 How do you configure inline SSL inspection on a firewall policy?
(Choose two.)
Response:

A. Enable one or more flow-based security profiles on the firewall policy.
B. Enable the SSL/SSH Inspection profile on the firewall policy.

C. Execute the inline ssl inspection CLI command.

D. Enable one or more proxy-based security profiles on the firewall policy.
Answer: AB

NO.4 View the exhibit.
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In this scenario, FGT1 has the following routing table:

§*0. 0. 0. 0/0 [10/0] via 10. 40.

72.2,portl C172. 16. 32. 0/24 is directly connected, port2

C10. 40. 72. 0/30 is directly connected, portl

A user at 192.168.32.15 is trying to access the web server at 172.16.32.254. Which of the following
statements best describe how the FortiGate will perform reverse path forwarding checks on this
traffic?

(Choose two.)

Response:

A. Strict RPF check will deny the traffic.

B. Strict RPF check will allow the traffic.
C. Loose RPF check will allow the traffic.
D. Loose RPF check will deny the traffic.
Answer: B,D

NO.5 Which of the following statements about application control profile mode are true?
(Choose two.)
Response:

A. It can be configured in either flow-based profile-based or proxy-based FortiOS inspection mode.
B. It cannot be used in conjunction with IPS scanning.

C. It uses flow-based scanning techniques, regardless of the inspection mode used.

D. It can scan only unsecure protocols.

Answer: A,C

NO.6 To which remote devices can FortiGate send logs?
(Choose three.)
Response:

A. Syslog

B. FortiAnalyzer
C. Hard drive
D. Memory
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E. FortiCloud
Answer: AB,C

NO.7 What methods can a web browser use to learn the URL where a web proxy PAC file is located?
(Choose two.)

Response:

A. Manually configuring the PAC's URL in the browser settings.

B. Using WPAD.

C. Manually appending the PAC URL to the destination server URL.

D. Using the Forwarded HTTP header.

Answer: AB

NO.8 Which of the following configuration settings are global settings?
(Choose two.)

Response:

A. FortiGuard settings

B. HA settings

C. Firewall policies

D. Security profiles

Answer: AB

NO.9 Which statements about high availability (HA) for FortiGates are true?

(Choose two.)

Response:

A. Virtual clustering can be configured between two FortiGate devices with multiple VDOM.
B. Heartbeat interfaces are not required on the primary device.

C. HA management interface settings are synchronized between cluster members.

D. Sessions handled by UTM proxy cannot be synchronized.

Answer: A,C

NO.10 You have configured the following log settings on the Log Settings page. Which configurations
are now required to generate log messages on traffic coming through your network?

(Choose two.)

Response:

A. Enable Log Allowed Traffic on your firewall policy.

B. Enable Local Traffic Log on the Log Settings page.

C. Enable Historical FortiView on the Log Settings page.

D. Enable a security profile on your firewall policy.

E. Enable Capture Packets on your firewall policy.

Answer: AB
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